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Background

▪ The study focuses on National Computer Security 
Incident Response Teams (CSIRTs) operational practices 
concerning tools and data. National CSIRTs are 
established worldwide to coordinate responses to cyber 
security incidents at the national level. 

▪ In the present study, we validate the criteria identified 
in the Focus Groups, using Semi-structured interviews. 

▪ After validating the candidate criteria using semi-
structured interviews with these nine interviewees, we 
applied the criteria to evaluate a selection of software 
tools and data sources by converting each criterion into 
one or more relevant metrics.

Sharifah Roziah Binti Mohd Kassim, Shujun Li, and 
Budi Arief. 2023. Understanding How National 

CSIRTs Evaluate Cyber Incident Response Tools and 
Data: Findings from Focus Group Discussions. ACM 
Digital Threats: Research and Practice 4, 3, Article 

45 (2023), 24 pages. 
https://doi.org/10.1145/3609230

We identified a set of criteria that 
can be used to evaluate free and 
open-source tools and public data 
using focus group discussions with 
several National CSIRTs worldwide.
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Research Questions

• RQ1: How do staff members of national CSIRTs perceive 
the practical usefulness of the candidate criteria

      for evaluating tools and data sources?

• RQ2: How do staff members of national CSIRTs perceive 
the readiness to deploy the candidate criteria for

      evaluating tools and data sources in national CSIRTs?

• RQ3: How easily can the candidate criteria be applied 
to evaluate tools and data sources?
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The Candidate Criteria -- Tools

Product 
Quality
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The Candidate Criteria -- Tools

Quality in 
Use
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The Candidate Criteria -Data
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Methodology: Data Collection 

1. Online 
Semi-

structured 
interviews
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Methodology: Data Collection 
2. Applying the 

candidate criteria 
more objectively 

using several 
metrics
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Data Analysis – Content Analysis

• Content analysis also allows for categorising, 
quantifying and describing the data objectively.

•  Data analysis method that is flexible, yet 
systematic and rigorous

• Suitable when an existing theory or the research 
literature on a particular topic of study is  limited 
[21] – as was the case in our study

• Content analysis is the best fit for exploratory 
research to gain new insights, opinions and views 
that could answer research questions and achieve 
the aim of a study
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Codes -- “tags” or “labels” 

• In-vivo coding captured exactly what the interviewees had said -- concrete and specific codes.

• We used Erlingsson’s coding model to guide the coding process, which we found easier to follow.

• Codes were developed using a data-driven approach (from the raw interview data) instead of a 
theory-driven approach since the study was not based on any existing theory. 

• Only the primary author did the coding. Hence, no issues in establishing consistency or reliability 
of the coding process

• We extracted words, phrases and sentences from the interview data as meaningful codes while 
considering the research questions. 

• Focused on extracting “manifest meaning” (what has been said) or surface meaning of the data 
instead of “latent meaning” (what is intended to be said) or more profound meaning. 
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Applying the Candidate Criteria

• Evaluate two sample tools 
and one data source to 
derive several concrete 
metrics and values. 

• Doing so gives further 
evidence of the practicality 
of the criteria in practice.

•  
• This supplements the 

opinions from the semi-
structured interviews and 
makes the study's findings 
more credible and reliable.

1. All candidate criteria were checked individually. 
2. Determine if a criterion is relevant to the 
evaluated tool. 
 *NO -- not relevant, move on to the next criterion. 

*YES -- relevant, identify one or more suitable 
metrics for the criterion and determine the value 
for each metric. 

3. Value can be derived from: 
 *Actual information about the tool's features 

from its documentation, 
 *Actual output and results obtained after inputting 

an artefact to the tools -- a PDF file.
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Result -- Interviews

• All nine interviewees generally perceived the candidate 
criteria useful for evaluating tools and data in national 
CSIRTs. 

• The majority (8) of interviewees perceived the candidate 
criteria very positively (“good”, “nice”, and “great”). 

• Seven interviewees expressed that the candidate criteria 
could help national CSIRTs select the right tools and data 
sources.

• Three commented that the candidate criteria were 
comprehensive and complete.

• One commented that the candidate criteria were also 
considered useful for software tool development in 
national CSIRTs.

“We have lots of technical criteria, 
but not in the end user perspective. 
So I think this is a good, good

starting point.” (NCSC-FI)

“Saying that the criteria 
can be a guideline or best 
practice.” (CERT-BUND)

Yes, I think I’m sure the tool is very 
important, especially because we are in 
our early stages, and that can help us use 
the criteria to actually select the tools 
that we’re going to use.” (CERT-
Mozambique)

Especially for the criteria, which 
is already referred to the 
applicable international 
standard reports.”
(IDSIRTII - Indonesia)
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Result – Usefulness of the Criteria
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Result – Deployment of Criteria in National CSIRTs
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Result – Two Candidate Tools

• Operationalising the Criteria for Evaluating Tools and Data. The evaluation results show that:
• The criteria can be operationalised to evaluate tools and data in national CSIRTs. The 

evaluation results show how
• The criteria can be contextualised and translated into concrete metrics when applied in 

real-world operations to evaluate tools and data.

• Demonstrating the Criteria’s Usefulness. 
• The differences between VirusTotal and Hybrid Analysis were observed in terms of “User 

interface aesthetics”, “Accessibility”, “Performance efficiency”, “Interoperability”, 
“Learnability” and “Supportability”. Such differences show the potential ability of the 
criteria to distinguish different tools from each other. 

• Highlight the utility of one tool over the other and potentially help in decision-making 
to identify suitable tools to support incident responses. Moreover, it helps to provide a 
more systematic way of identifying suitable tools.
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Result – Deployment of Criteria in National CSIRTs
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Result – Evaluation of Data Source
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• The small sample size might make the findings
     less generalisable

• The candidate criteria are largely very high-level, so translating them
      into more

• The smooth application of the criteria in national CSIRTs

Despite these limitations, we consider the main findings of our study to be valid and reliable, considering:

• The nine interviewees’ opinions are highly consistent. 

• The main findings are consistent with the results presented in: 
https://doi.org/10.1145/3609230

• The main findings also match the first author’s experience as an 
employee of a national CSIRT for over 20 years.

https://doi.org/10.1145/3609230
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• Suggested on the criterion-to-metric process 
and creating more detailed

      guidelines and case studies

• Expand the criteria and metrics from this 
research to construct an even more 
comprehensive taxonomy or ontology that will 
connect the criteria, different types of tools and 
data sources used by (national and non-
national) CSIRT.

• Conducting future work on more in-depth 
studies of the criteria not currently available in 
the ISO/IEC 25000 SQuaRE Model, e.g., 
Compliance, Popularity, and Certification.
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•   The results of both empirical studies confirmed the completeness,
 comprehensiveness, practical usefulness and deployment readiness of the candidate 

criteria. Our evaluation

• The results will be released as public resources to help national CSIRTs and other CSIRTs 
consider adopting the study’s criteria in their incident response operational practices.



21



22


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22

